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Equipment used in this Tutorial

Nokia N810

Bekin F5D7050Wireless G USB Network Adapter
Version 3 FCID: K7SF5D7050B

Realtek RTL8187L 1500mW Wireless Adapter Card Antenna

Micro USB Host Cable for NoN&810 OTG

Lenmar PowerPort Mini Charger & Battery

Cable Style Dudtower 1000mA USB 2.6Pbrt Hub
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USB 2.0 Female to Dual USB A Male Power Y Cable
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Getting Started
First thing you should do is visit the Nokia webditp(//www.nokiausa.com/getsupportand-

software/productsupport/nokian810) to learn all about your device (i.e. buttons, specifications-how

tos, guides, etc).

After you get to know the device you will want to upgrade it to the latest version. Thestasly is
with the Windows Nokia Internet Tablepdate Wzard (http://www.nokiausa.com/getsupportand
software/productsupport/nokian810/softwareupdate). Just follow the instructions to have the latest

version of 0S2008.

Beware that flashing a neuwniage on your tablet will reset the device back to factory defaults and
remove all data not on the memory cardpreferences, bookmarks, installed applications, with a single
exception that any previoushet lock code will be kept and not reset to the fagiefault of "12345".

(Updating the firmware, 2009)

Once you boot your device for the first time there will be a couple wizards having you establish the
device language and time. You can go ahead and cancel the wazsitidg you to setup a connection to
a mobile device. The following instructions below will go into quick and direct detail on how to

configure the Nokia N810 as a wireless auditing device.

For Advanced Users: Flashing your Nokia N810 with Linux

dev.nokia.com/maemalevenv-downloads.php). The current version is 3.5. See the wiki for Flasher to
understand all the options that exist for the tool (http://wiki.mam.org/Flasher).

need the device ID (MAC address) of your Nokia devibe.information is located behind the battery.

command line.
#dpkg iimaemo_flasher -2.5_2.5.2.2_i386.deb

Select Ok for the pepp prompts and Yes to accept the license. Once flasher idl@usieou can run the
following command to flash your device.

#flasher3.5-F R¥44_DIABLO_5.2008.43 PR_COMBINED_MRO_ARMdbin

The@ YYI YR fAYyS Fftl aKSNJ 22t Oly 68 R26yf2FRSR ¥N

You can get the latest N810 image from http://tabletsv.nokia.com/maemalev-enwdownloads.php. You will

My OS for testing the tool is Ubuntu 10.4 LTS so | downloaded the Debian (deb) package and installed it vi

Run this command and then plug in your N810 via the USB cable. Power on the device while holding the §
(looks like two oveapping boxes on left side) button. Once the device starts flashing you can release the
o2l0G2yao 2 KSy FtlakKAy3a Aa 02YLX SGS e2dz Oy 0eo
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Connect to an Access Point

Select connection... = DOF

= G3N4wl

Connectivity settings... = GUEST

> HP8DF043

> HPC7ADBA
RFENWI AN

Connect Cancel

Figurel: Select the Wireless Icon drchoose Select Connection Figure2: Select your Access Point from the pop

Go to Application M anager
Enable Red Pill mode (this is so you can install softwarertbatls access to the devitibraries) See
Appendix B

While in Application Manager (after following the Red Pill tutorinBl#ethe Maemoextrasrepository.
Select maemo Extras, click Edit, uncheck the Disabled box, and click OK.

Using the Application Manager install the following software: rootsh, miniggpsatelnet, vim, and
dropbear (client and server)

Add Additional Application Repositories

Open your browser and go to the site http://www.gronmayer.com/it/index.php. Phige cataloges all
of the repositories that exist for the Nokie tablets. Scroll down the site and select the following
repositories:

works correctly if you first delete ALL repositories from = P
your system and refresh the application list. After that Add new repository:

Select your system should be able to correctly handle duplicate @
entries

Do you knew of ather repositories?
Pleasa enter them here!

64 Repos for 0S5 2008:

1'[ maemo Extras Your feedback:

. o Install Selected elect all repositories: ® Re rrors!
T Nokia certified [ sacer | T e
Y Nokianon-certified %rﬁumm_mmmm ’

H chinook | free non-ree
T[ Nokia SyStemjpdate ) Show packages P Pleass wisit the web site of our partner:
Maemo Chinook Rt

4 1 MUIIINER.ORG Maemo Software e m—— Q BUND
T[ tuomas kulveﬂ Nokia ‘e"":“'” . R _— d www fledermausschutz-matsrial de
Click to. p/icatalogue leteer. nokia.com/ce rtifies
l,l"’ chincok | user
T[ Mapper shnow :a‘ckages Dis: fa4557 v
1 Diablo maemo extras i St R e ittt
» http://fwww.gronmayer.com/it/ v i< 2 Q

Version 0.3 www.jedge.com Figure3: http://www.gronmayer.com/it/



Nokia N810: Wireless Auditing Tool

Configuration Tutorial

James Edgewww.jedge.com

Maemo diablo/tools

Ricky Brent's Maemo Packages
mg.pov.it(Diablo)

Maemo Extraevel

Qole

=A =4 =4 =4 =4

You are going to want to open the file (popx) in Application Manager. This will load the application
manager. Be patient if it looks like isn't doing anything for the first few seconds. It will begin asking you
if you want to install each repository one by one. Then it will go to check up(lasta graphical apt

get update after you update the sources.list file) which will take a couple minutes.

For Advanced Users: Adding Repositories

Modify the file /etc/apt/sources.list.d/hildorapplicatiormanager.list and add the following
reposibries.

deb http://catalogue.tableteer.nokia.com/updates/diab®y ./

deb http://repository.maemo.org/extras/ chinook free nefnee
deb http://catalogue.tableteer.nokia.com/certified/ chinook user
deb http://catalogue.tableteer.nokia.com/nouertified/ chinook user
deb http://catalogue.tableteer.nokia.com/updates/chinook/ ./
deb http://repository.maemo.org/ chinook free nefiee

deb http://www.mulliner.org/nokia770/repository/ chinook free
deb http://tuomas.kulve.fi/debian chinook maemo

deb http://download.talinux.tal.org/pub/maemo chinook free
deb http://repository.maemo.org/extras/ diablo free neinee

deb http://repository.maemo.org/ diablo/tools free

deb http://rickybrent.com/maemo/debs chinook free nonfree
deb http://mg.pov.It/770 diablo user other

deb http://repository.maemo.org/extraslevel diablo free notiree
deb http://qole.org/repository maemo main
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Set a Root Password

Open a terminal window on the device UtilitieX Terminal.

Figure4: Setting RooPassword

The screenshot above shows the commands entered to change the root password.

Become root A ~ $root

Run passwd A Nokia - N810- 43- 7:~#passwd
Enter your password A New PASSWORD:

Reenter your passworg Re- enter new password:

Now you are abled access the device using tB&HSecure Shell) protocahe root account, and the

new password you setFor Windows you can use the application Putty
(www.chiark.greenend.org.uk/~sgtatham/puttyfo establish an SSH session with your device. You will
need the IP address of your N81Brom the terminal window run the command ifconfig.
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