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The Threats are Apparent

- EheNew

“Malicious cyberactivity 1s occurring on an unprecedented scale with extraordinary

sophistication. Sensitive information is stolen daily from both government and private-
. sector networks, undermining confidence in our information systems, and in the very

information these systems were intended to convey,” said Dennis C. Blair, the director of §

LJS national intelligence.
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-3 Advanced Persistent Threat _(APT
" well-organized...No one is immune to
contractors and government agencies as w

) attackers also appear 0 be well-funded and

ruck defense
PT attackers, who have struc
> ¢ll as private companics and law firms.
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- Goldman Sachs Employee Charged with Code Theft -
% NEW YORK -- The U.S. Justice Department arrested a former ;

~ Goldman Sachs Inc. employee and charged him with stealin \
~ computer codes related to the firm’s high-speed trading platform |
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Security Challenges

» Blended attacks
» Application-focused attacks

* “Oldies but Goodies” still exist
- Nothing goes away. Ever.

« “Survival instinct” of applications
much higher than before
- Built-in evasion techniques

« Must assume malicious activity
occurs within trusted applications
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Unwanted Applications

 Well funded “freeware”

» Maintained by Dynamic Internet Technology Inc. (DIT) 14“9903‘9

Freegate.Searching 44.79
Google.Web.Talk 10.34
HTTP.Video 3.66
HTTP.MS.ASF 3.63
Last.FM 3.55
EBay.Toolbar 3.51
NPR.Radio 3.39
YouTube.Download 3.37

Media.Player.Audio.HTTP 3.37

\\ Dailymotion 3.33
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Continued Concerns in the Security Landscape
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Date Prursder, hovember 03, J00% |14 AM
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[Pk deeried ey Foribial] rew logr vites

Dear Facebook mer,

 Phishing/Spear Phishing Attacks
« ZEUS/ZBOT

s an effiort 1o make your coliee experience safer and more enjoyable, Facebook will be implementing & aew logn system that will affect ol
Facebook weers. These changes will offer sew fratwres and imcreased accoust secuity.
Before vou are able 10 me the new logn wstem, vou will be required 1o update vour sccount

Phease click on the Tk bebow 1o update your acoomt calie nom

HOME PAGE | TCOAYS PAPER | VIDED

e Xew otk Eimes Media & Advertising

- Legitimate Sites Compromised [ L Ll
e FakeAV Note to Readers

Business
Some NYTimes.com readers hav
about a virus and directi
antivirus software. We b
advertisernent and are w

* Ransomware i st

comments can be sent to

I HOW TO DECRYPT FILES - Notepad 9](=]c3]
Fie Edt Formst View Help

Attention!!!
Al ur personal files (photo, documents, texts, databases, certificates,
kwm-files, video) have been encrypted by a very strong cypher RSA-1024. The
original files are deleted. vou can check this by yourself - just look for
files in a1l folders.

There is no possibility to decrypt these files without a special decrypt
program! Nobody can help you - even don't try to find another method or tell
anybody. also after n days all encrypted files will be completely deleted and
you will have no chance To get it back.

we can help to solve this task for *20f i uuiaaaiciac o
SWIFT/IBAN). And remember: any harmfilet. — =
for ingoring your message and nothi
For details Eﬂu have to send your re
full serial key shown below in this
datafinder@fastmail.fm

E14314F66LEF3 5601163 2A2E4951046F400L
100592F4658023C24E0179785ABC4277814C
821E864 0AE5BFF273A66A6001093032255C2] &
BF431AB7FF3F5BDC1E3CFFFS708FB141632 5 B

* gpCode
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Hiloti: the (Bot)Master of Disguise

» Click to Pay Model?
« Secure Payloads

Hiloti.Botnet 13.14
Mariposa 6.94
Pushdo 5.87
Waledac 3.31
Bredolab.Botnet 2.99
Waledac.Botnet 1.49

Danmec.Asprox.SQL. Injection 1.06
Torpig.Mebroot.Botnet 0.96
Bredolab 0.85

Koobface 0.74
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Advanced Persistent Threat

» Advanced
 Threat that identifies the target before the access method

* Persistent
- Tailored determined techniques based on the target or task

 Threat

 Skilled, motivated, and well funded operators with specific objectives
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Navigating the Security Landscape

Connection Security : Application Security

Firewall
“External” threat protection

Web filtering

Protection from harmful web
sites and web content
Virtual Private Network S

(VPN) Application Control
“Secure” private traffic Restrict ?cgless tol' .
across public networks LG Ellig eyl ceulons

Content Security

Intrusion Prevention

System (IPS) b
Monitoring and active protection :

from malicious traffic

Antivirus / Antimalware

Detection and removal of ' ‘
malicious application content
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omplete Content Protection is Required
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Malicious SWF Banner: Google SEO Poisoning
NY Times

g to get suspended
Edt Vew ook Message bl x|

& & v L X ©0 O
Resly  RelyAl Forward Pt Delte | oo e

From:  CSMonitoring Team
Date:  Tuesday, February 03, 2010 5:53 AM
To: agray@fortinet. con

Subject: four o

Attad:  [Ireport.do (.75 K5)

Your internet access is going to get suspended

The Internet Service Provider Consorcium was made to protect the
tights of software authors, artists.

We conduct reguilar wirstapping on our networks, to monitor criminal
acts.

We are aware of your illegal activities on the internet wich were
originating from

Countless spam
campaigns




What is Application Control?

Application Control:

» |[dentifying & enforcing security policy for applications,
regardless of port or protocol used for communication

Obijective:

* Flexibility and fine-grained policy contrc
* Increased security

» Deeper visibility into network traffic
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... Fortinet Confidential .10



Beyond Application Identification

Today’s Network Security Requires Application
Detection, Monitoring, and Control
- Allowing access to Web 2.0 applications has made
enforcing data security policies far more complex

= User-created content embeds threats in content, pages,
links, comments to blogs...

- Protection against effects of social media applications
= Data loss
= Threat propagation
= Bandwidth consumption
= |nappropriate use

- Endpoint to the Core
- “Single pane of glass” management for visibility & control

11 Real Time Network Protection FE:EFITII'IE'E




The Point Solution Syndrome

*Difficult to manage

» Multiple management interfaces %Traditional Network Security Solutions
* No integration between vendors
- - - A5 AP
» No single vendor for issue resolution UMB GOM G()S
Expensive to deploy and maintain internet b

™y

D
« Multiple vendor contracts \mm
Antispam - %

« Costly support licensing

Web Filtering

- VPN /\
M
o -

-Lack of integration >z Fﬁ\/;{::t.;H
» Leads to reduced security T ‘TP& oy ? i
=Performance challenges %
= Multiple inspection points LTI

= Software only solutions
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Consolidation is all Around Us

Just a few examples:

* Mobile Phones

« Companies
 Telecommunications / Video

And more importantly:
* Network Security
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Consolidated Network Security

The Fortinet Solution

= Reduces number of vendors p L £
= Provides comprehensive security gl M

= Minimizes down-time
= Simplifies security management "\ a.-f'-"*""ﬁ ”
= Coordinates security reporting TR | e
= Improves detection capabilities . H M

\\\\\\\*"\\\'\

X

ANNANN

Headquarte

-

S
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Thinking Strategically

» Future-proof your security infrastructure
« Anticipate change in threat scape & technology

» Look for opportunities to consolidate
without compromise

 Reduce complexity —

* Increase protection
» Decrease risk -
* Lower CapEx and OpEx

 Move beyond tactical responses to threats
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Thank You
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Application Control & Security Consolidation



Rick Basile						

Senior Systems Engineer
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The Threats are Apparent
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Security Challenges

Blended attacks

Application-focused attacks

“Oldies but Goodies” still exist

Nothing goes away. Ever.

“Survival instinct” of applications much higher than before

Built-in evasion techniques

Must assume malicious activity occurs within trusted applications 
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Unwanted Applications
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Well funded “freeware”



Maintained by Dynamic Internet Technology Inc. (DIT)











Continued Concerns in the Security Landscape

5



Phishing/Spear Phishing Attacks

ZEUS/ZBOT



Legitimate Sites Compromised

FakeAV



Ransomware

gpCode
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Phishing/Spear Phishing Attacks - Using social engineering to distribute emails with links to malware, the emails are relevant to the corporation being targeted. Infected documents (PDF, DOC, XLS) can use software exploits to infect system



In 2010 a spear phishing attack on US .mil and .gov employees by a Zeus variant infected 50,000+ end systems

Data stolen included:
  Corporate Login credentials
   Email and webmail access
   Online Banking sites
   Social Network credentials
   SSL Certificates



Legitimate Sites Compromised - Employee access a legitimate site, but it or one of its content providers  has been compromised and is now hosting malicious code. 



In 2009 the advertising network used by the New York Times was infected by a malicious flash advertisement

Readers were accessing the NYT site but were provided with the infected advertisement

This directed users to a site hosting the exploit code to install fake antivirus software. 



Ransomware – Once installed is very difficult to reverse, files are encrypted, this isn’t just based on the fear that something might happen, once you are reading the ransom note your data has already been encrypted. 



Once installed searches hard drive for document and media files

Files are encrypted with a 1024bit key which only the attacker has the decryption key

Ransom note is displayed to user, system continues to operator but data is inaccessible

Will encrypt xls, doc, pdf, txt, rar, zip, avi, jpg, mov, etc…












Hiloti: the (Bot)Master of Disguise
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Click to Pay Model?

Secure Payloads











Advanced Persistent Threat
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Advanced

Threat that identifies the target before the access method

Persistent

Tailored determined techniques based on the target or task

Threat

Skilled, motivated, and well funded operators with specific objectives
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Navigating the Security Landscape













Virtual Private Network (VPN)

“Secure” private traffic across public networks

Connection Security

Firewall

“External” threat protection









Application Security

Web filtering

Protection from harmful web sites and web content 

Application Control

Restrict access to unacceptable applications 









Antivirus / Antimalware

Detection and removal of malicious application content

Content Security

Intrusion Prevention System (IPS)

Monitoring and active protection from malicious traffic 
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First the market evolved with FW+VPN solutions …

Then customers sought “deeper packet inspection” and a number of vendors went about building point solutions.

Fortinet took a unique tact and built a platform that can integrate these and other critical security functions.

Bottom line is that Fortinet’s approach solves customers security and management problems, while at the same time reducing total cost of ownership.



Complete Content Protection is Required
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Malicious SWF Banner: 
NY Times

Countless spam campaigns

Google SEO Poisoning







 











UNAUTHORIZED APPLICATION

AUTHORIZED APPLICATION

VIRUS

WEB APPLICATION

WORM

























































FIREWALL

APPLICATION CONTROL

ANTIVIRUS/

ANTISPYWARE

INTRUSION PREVENTION





























PORT 80

RANSOMWARE
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What is Application Control?

Application Control:



Identifying & enforcing security policy for applications, regardless of port or protocol used for communication



Objective:

Flexibility and fine-grained policy control

Increased security

Deeper visibility into network traffic
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Beyond Application Identification

Today’s Network Security Requires Application Detection, Monitoring, and Control 

Allowing access to Web 2.0 applications has made enforcing data security policies far more complex

User-created content embeds threats in content, pages, links, comments to blogs…

Protection against effects of social media applications

Data loss

Threat propagation

Bandwidth consumption

Inappropriate use 

Endpoint to the Core

“Single pane of glass” management for visibility & control
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The Point Solution Syndrome

Difficult to manage

Multiple management interfaces

No integration between vendors

No single vendor for issue resolution 

Expensive to deploy and maintain

Multiple vendor contracts

Costly support licensing

Lack of integration

Leads to reduced security

Performance challenges

Multiple inspection points

Software only solutions
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Traditional Network Security Solutions





Consolidation is all Around Us

Just a few examples:

Mobile Phones

Companies

Telecommunications / Video



And more importantly:

Network Security
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Consolidation is a recurring theme in our societies.  And it is especially true when it comes to technology. And while our focus here today is network security, I’d like to elaborate on the pattern of consolidation that I’ve witnessed with technology products.

Typically, when a new technology becomes available, it is commonly provided to the market as a standalone product.  But an interesting thing happens as the technology matures— complimentary technologies also appear and mature.  Eventually what was once a very simple and elegant solution to a problem has become complex, reducing its value as a solution.  That’s where consolidation comes in, through consolidation the value can be restored, and sometimes even exceed the value that each consolidated product offered previously.









Consolidated Network Security

Reduces number of vendors

Provides comprehensive security 

Minimizes down-time

Simplifies security management

Coordinates security reporting

Improves detection capabilities
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The Fortinet Solution







Thinking Strategically

Future-proof your security infrastructure

Anticipate change in threat scape & technology



Look for opportunities to consolidate without compromise

Reduce complexity

Increase protection

Decrease risk

Lower CapEx and OpEx



Move beyond tactical responses to threats
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We believe the way to deal with the changing threatscape and demanding business requirements is to take a more strategic approach to your application, data, and network security. 



What this means is that you develop a security infrastructure that is able to adapt to changes in threats while also keeping up with changes in the business environment. 



An infrastructure that reduces complexity while increasing your ability to detect and block new threats; one that reduces risk while reducing costs. 
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Date:  Thursday, November 05, 2009 11:46 AM
To:

Subject:  [SPAM detected by Fortiai] new login system

Dear Facebook user,

In an effort to make your online experience safer and more enjoyable, Facebook will be implementing a new login system that wil affect all
Facebook users. These changes will offer new features and increased account secuity.

Before you are able to use the new login system, you will be required to update your account.

Please clck on the link below to update your account online now:

http//www facebook com|ujhuyTe ed/globaldirectory/LoginFacebook php?
1ef=20583665867301574465410246831263095436336206642330522869473910775944666178 1 &email— .

If you have any questions, reference our New User Guide.
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